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Microservice Architecture

- Today’s applications are split in independent “microservices”
- Communication is done with RPCs

% Data Center Tax
Data center

Microservice A

1 Dependency

Microservice B

m RPC m Serialization m Others

Kanev, S. et al., 2016 = o
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Remote Procedure Calls (RPCs)

High-level abstraction of communication with function calls

Incode:  y = stub.some function(argl, .., argN)

RPC Client
stub.

At runtime:

Process A Process B
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RPC Datapath

12. Return 1. Call

API

Data
Format

Transport

Network

Exposed to the User RPC Framework
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Strategies to Offload RPC Deserialization Time

NIRRT
Offloading

Hardware *_’M'_
Offloading - Accel

Offloading
Cao, S. et al., 2022.

6 Accelerating Data Serialization/Deserialization Protocols with In-Network Compute [(Q“ARC I U/e
o o =




Our Solution to Offload RPC Deserialization

No offloading

User Service

DPU

Offloading

Deser.
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BlueField-3 Data Processing Units (DPUs)

ConnectX-7 NIC RDMA
Engine

ARM Subsystem

Arm v8.2 32GB
A78
Cores DDR5
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x16 PCle 5.0

Direct Memory Access
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RPC over DMA <€— copy
<€=--interrupt

Client Server
Call
Callback
Return Serialize
Return Forward
RPC DMA
Also RPC!
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Auto-generated Code

@ )
C++ Class serialize()
deserialize()
. . " FOO.pb.h getters
Domain-Specific Language (DSL) Foo.pb.cc setters
4 R ~
message Foo {
int?z i=1; EEER protc?c . Our
string s = 3; Compiler plugin
}
g )

Field Info

Offset (int)

Class Info

Default instance (bytes)

Application Info

Class Info

C++ Reflection

Foo.adt.pb.h
Foo.adt.pb.cc

Type (enum)
Class (ptr)
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Challenges with offloading Deserialization

1. Address space ®
2. Application Binary Interface (ABI)
- DPU ABI = Server ABI = Itanium ©

ABI

Address space End struct S {
ndianness int a;

L] ofo[oo] |
}s
| Message | 0] o0]o]10] | HEEEEHEE
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Shared Address Space
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= Allocator

Server

Receive
Buffer

DMA

Mirrored

DPU Server

Propose random address

Accept/Refuse

Repeat
until accept



DMA-based RPC Protocol

Pack Small Messages

DAAIEIZIIE Max. bytes

Or Timeout

Single RDMA
Write
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Parallelized Queues
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Benchmarking: Deserialization Workload Types

1 127 50%
2 16383 25%
Discriminate two types of costs: 3 2 millions 12.5%
4 2 billions 0.075%
High Compute Cost - max pp—
High Copy Cost . .
&h =OpY Variable-length Integers Strings

Server

DPU
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Benchmarking Deserialization

2 DPU cores match the performance of 1 CPU Cores

Int Array Char Array
Deserialization
10 p s—ER === DPU

) e

Deserialization Time (s)
(@)]
[ =

0 250 500 750 1k 1.25k 1.5k 0 25k 50k 75k 100k 125k 150k
Element count Element count
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Benchmarking Deserialization in the RPC Datapath

Deserialization Deserialization 800% Deserialization
mmm CPU = CPU = CPU
s DPU 175G msm DPU == DPU
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150 G
600%
—~ 125G —_
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g 5 o
= © 100G -
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o c 2
40 M s S
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20M
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0 I == 0 0%
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Message Message Message

Requests/Sec Bandwidth CPU Usage

(PCle)
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Conclusion
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Questions

Protocol Buffer DPU Offloading in the RPC Datapath

Raphaél Frantz — r.r.a.frantz@tue.nl




Integrate the proposed Solution with gRPC I e

Int diary Service e RDMA
ntermediary vi Completion Queue Completion Queue
bPU Deserialization Contiguous Deserialization to Remote Memory
— RDMA
Compatibility Layer RDMA RPC Callback
Server —=< P y Lay g
Unmodified Service
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Accelerator Description Table (ADT)

1. Necessary information to deserialize from the DPU

2. Automatically generated by a protoc plugin

Application Info

Defined in server memory space

vptr

fields

Class Info

Class Info H

Default instance (bytes)

Field Info

All message classes used
by the application

20
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Field Info

Offset (int)

Type (enum)

Class (ptr)




How to communicate between services?

1. Slow to develop: TCP, HTTP...
2. Fast to develop: Remote Procedure Calls (RPCs)
- Client/Server = Function call/Callback

client code

Channels client.login();

Sessions

server code

Auth

HTTP / TCP / UDP...
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Offloading RPC Deser. — RDMA
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Kernel Bypass

- High bandwidth

- Low latency
Competing Standards
- Infiniband

- RoCE

- iWarp

Common API

- libibverbs

Traditional
network layers

Application

TCP/IP

Ethernet

Physical
Layer

— Kernel

Network layers
with RDMA

Application

RDMA — NIC




